Abstract-Digital watermarking has been widely used in copyright protection for digital images, but most of the watermarking algorithm can't resist print-and-scan process. Print-and-scan attack is a challenging problem for most of digital watermarks. A watermarking algorithm against print-and-scan attack based on PSO (Particle Swarm Optimization) is proposed in this paper. The watermark information is embedded in a halftone process for image screening with phase modulation method. The watermark is extracted by a template, which is optimized using the PSO algorithm. Both mean filtering and median filtering are used to remove noise from the recovered watermark image. The experimental results show the halftone watermarking algorithm optimized using PSO has better performance, it is robust under smearing attack and cropping attack, and has good resistance to print-and-scan process. It can be applied in the field of anti-counterfeit printing.
I. INTRODUCTION
With the development of information technology and the popularity of the high quality image input/output devices, variety of printed matter piracy is becoming more and easier. There are many ways to protect printed matter from being counterfeited.
The traditional printing anti-counterfeiting technology, utilization of special papers and special inks, usage of not widely spread techniques and devices, are secure as long as the forger is not able to get access to the technical means or it is not profitable to reproduce a counterfeited original. However, there are many defects in the application, such as high cost, complex process, etc. And much anti-counterfeiting technology once used, the core technology and process are hard to change. Because it is difficult to renew and enhance the technology, it is easy to be illegal counterfeit and use.
Digital watermarking provides a solution for protecting the copyright of printed matter. Compared with the traditional security technology, digital watermark anticounterfeiting printing technology will join the watermark in prepress process. It needn't change the printing material and equipment, and needn't increase the cost of printing. It is difficult to counterfeit and has strong adaptability. The application prospect and the economic benefit are vast. Digital watermark plays a more important role in the printing security.
In the existing literature, several techniques have been presented for data hiding in printed images. The methods proposed for data-embedding in hardcopy images may be grouped into two main categories. The first corresponds to robust embedding methods that are intended to survive printing and scanning but do not directly exploits characteristics of the printing process in the embedding.
The second corresponds to techniques that use the particular characteristics of the printing process (e.g. halftoning) for embedding. The exploitation of this specific knowledge typically offers greater potential for embedding and is well-suited to hardcopy applications since the embedding occurs just prior to printing [1] . Until now, the various watermarking techniques are proposed and have been highly effective on academic aspect of watermarking [2] . Digital watermarking and data hiding are used in a large area of digital multimedia applications including copyright protection, copy control and authentication process.
Although there are many existing techniques in the previous work based on the gray images and color images for embedding data in continuous tone images, most are not always reliable when used directly with halftone images. The main restrictions are:
(1) In comparison with gray images, halftone images have much less bit planes where secret data can be hidden.
(2) Digital printing as well as offset printing is a physical process, which inevitably includes random components, make the original design information interference and destruction, such as dot expansion.
(3)The print matter must be scanned to obtain the image content for security verification. The image could be distorted and destructed during scanning, watermark extraction becomes more difficult.
After an image is successively printed and scanned, it is perhaps the same by naked eyes, but there is a great difference from the original image. The embedded watermark may be destroyed.
The watermark embedding in a halftone image is important in anti-counterfeiting printing and it is a very challenging task. Halftoning is typically utilized for the reproduction of images in most digital printing systems and many of the digital hardcopy watermarking techniques exploit the characteristics of the halftoning process for embedding watermarks in the printed images [3] .
In recent years, several watermarking methods for halftone images have been proposed. Fu et al. [4] embedded a single watermark or multi-watermarks in the parity domain of halftone images during halftoning, but the finite number of watermarks is not enough for copyright authentication. Fu et al. [5] also proposed the data hiding by modified stochastic error diffusion to embed a binary hidden visual pattern in two diffused halftone images However, the host image is essential in the watermark extracting procedure, and this proposal is not suitable for practical application. Pei et al. [6] proposed a technique by embedding the robust watermark into a dithered image after the pre-process of bitinterleaving and sub-image-interleaving to maintain low computational complexity of ordered dithering. This method has high visual quality with low capacity. In HelOr's work [7] , the watermark is embedded in the printed image by using a number of different dither cells to create a threshold pattern. But, it is not robust to cropping and contains low transparency.
Several methods can improve the performance of watermarking schemes. One way is to make use of artificial intelligence techniques by considering image watermarking problem as an optimization problem [8] . However, there is a general serious problem of this kind of watermarking method, such as complicated and long training time of training algorithm.
PSO is an intelligence optimization algorithm imitating birds' clustering movement. It is widely applied to target tracking, positioning and navigation, mode identification etc. Z. J. Lee et al. proposed a hybrid watermarking algorithm based on Genetic Algorithm (GA) and Particle Swarm Optimization(PSO) in 2008 [9] . In 2011, Wang et al. proposed a blind PSO watermarking using wavelet trees quantization for finding the most suitable strength of both the robustness and the imperceptibility of watermarked image [10] .
The problem of print-and-scan is critical to the future of digital watermarking. If the solution could be found, paper media including book, newspaper, magazine, could be all protected by digital watermark, which no doubt leads to a technology revolutionary in copyright protection.
An adaptive halftone watermarking algorithm resistance to print-and-scan process is proposed in this paper. The watermark information is embedded in a halftone process for image screening with phase modulation method. The watermark is extracted by a template, which is optimized using the PSO algorithm.
The rest of the paper is organized as follows. Section II describes the halftone watermarking embedding method with phase modulation. Adaptive halftone watermark extraction based on the PSO optimization is detailed in Section III. Section III also demonstrates the experimental Results of PSO optimization. To improve the quality of the recovered watermark using filtering is presented in Section IV. The algorithm performance is tested under various kind attacks to halftone watermarked image in Section V, and the experiment results are analyzed. Section VI concludes the paper by summarizing the key aspects of our scheme and point out shortcomings.
II. HALFTONE WATERMARKING EMBEDDING METHOD WITH PHASE MODULATION

A. Clustered-Dot Ordered Dither Method
Halftone images contain only two tones and are generated by a procedure called halftoning from multitone images, which look like the original multitone images when viewed from a distance. Digital halftoning is commonly employed in newspapers, books, magazines, and computer printouts. Digital halftoning provides a mechanism for rendering continuous-tone images on devices such as printers [11] .
A large number of halftoning methods have been proposed for the rendering of halftone images on bi-level printers, including order dithering, error diffusion, dot diffusion, and least square error, and the common digital halftoning methods can be divided into two categories: ordered dithering and error diffusion. The ordered dithering method can generate dots of amplitude modulation. This mean that the dots are of different sizes but the distance between them is the same. The error diffusion method generates dots of the same size but with different distances between them.
The ordered dithering technique is again divided into two parts: clustered dots and dispersed dots. Due to their stability and predictability clustered-dot halftoning is the predominant halftoning method for the xerographic and lithographic printer families [12] .
A halftone image that meets the requirement that its visual appearance at normal viewing distance closely approximates
, but does not carry the watermark patterns, can be obtained via a screening process that compares the image
where the convention that the values "1" and "0" correspond are adopted, respectively, to whether ink/toner is, or is not, deposited at the pixel position ) , ( j i . Eq. (1) shows that when the grayscale value is larger than the marginal value which has been established, this is expressed by "0". If the grayscale value is smaller than the marginal value, this is expressed by "1". Thus the halftone image can be produced by "0" and "1". In this way many brightness patterns can be defined.
In particular, clustered-dot ordered dither where the black dots grow from the centre of the threshold matrix and dispersed-dot dither where the black pixels are more or less uniformly distributed over the threshold matrix for any given grayscale value.
The clustered-dot ordered dithering method is chosen in our algorithm to create a halftone pattern, and two different threshold matrix 0 T , 1 T for clustered-dot ordered dither are defined in Eq. (2) and Eq.(3), which screen angles are 135° and 45° respectively. 25  13  21  29  39  51  43  35   17  1  5  15  47  63  59  49   9  4  7  23  55  62  57  41   28  20  12  31  38  46  54  33   40  52  44  36  26  14  22  30   48  64  60  50  18  2  6  16   56  61  58  42  10  3  8  24   37  45  53  34  27  19  11 The 8 8× threshold matrix contains values from 1 to 64 that define the order that cells will be turned "on" or "white".
The original grayscale image g is converted firstly as blackness in Eq. (4), which means the percentage of black area in a 8×8 pattern. Fig. 1 (a) . The halftone images generated with the threshold matrix of T0 and T1 are shown in Fig.1(b) and Fig.1(c) respectively. 
B. Watermark Embedding
There are many possible ink patterns that produce printed images that appear similar to the human eye. This characteristic is exploited to embed a watermark in printed images [7] . Data hiding methods, on the other hand, carry the information in a manner that minimally disrupts the primary content included in the print-andscan process.
From a technical standpoint, adapting a data hiding scheme to the channel characteristics can offer significant performance improvements in terms of robustness and embedding rates. This viewpoint indicates that hardcopy data hiding schemes that aim at high embedding rates and robustness to the print-scan process must specifically adapt to the characteristics of the print-scan channel distortion. The key component of the printing process is a bit-depth reduction step called digital halftoning which produces an illusion of continuous tone (contone) by trading off amplitude resolution for spatial resolution [12] .
In our algorithm, we use the different phase-modulated halftone images to embed watermark. The watermark part of the cover image is modulated the halftone-dot with a threshold matrix 1 T , and the other part of the cover image is modulated the halftone-dot with another threshold matrix 0 T . Name the halftone images 0 im and 1 im modulated with 0 T and 1 T respectively. The binary watermark image is shown in Fig. 2(a) . Enlarge it to the same size as the halftone cover image, and name it M . Generate the watermarked image im by combining images with different screen rulings described by Eq. (5).
The watermarked halftone image is shown in Fig. 2(b) . 
C. Artifact Elimination at the Boundary of the Image
Observe the watermarked image shown in Fig. 2(b) , we can find there are distinct edges at the boundary of the watermark. These artifacts tremendously degrade the invisibility of the image; watermark image pre-processing is used to eliminate it.
Different methods can be used for watermark image scrambling pre-processing such as Fass Curve, Gray Code, Arnold Transform, Magic square, etc.
Due to the periodicity process of the Arnold transform, the image can be easily recovered after the permutation. Arnold transformation is applied widely in digital image scramble. In our algorithm, the Arnold transformation is employed to shuffle the pixel positions of the watermark image before embedding.
The Arnold transformation can be described by Eq. (6). Through watermark pre-process, the watermarked image generated with the method described in Section II. B is shown in Fig. 4 . The enlargement part of the watermarked halftone image is shown in Fig. 4(a) , and the whole of the watermarked halftone image is shown in Fig. 4(b) . There are no edges at the boundary of the watermark after pre-processing with Arnold transformation.
(a) (b) Figure 4 . The watermarked halftone image using Arnold preprocessing, (a) the enlargement part of the watermarked halftone image, (b) the whole of the watermarked halftone image.
III. ADAPTIVE HALFTONE WATERMARK EXTRACTION BASED ON THE PSO OPTIMIZATION
A. Watermark Extracting with a Template
The watermark image is extracted with a template Model shown in Fig. 5(a) . The template Model is a haltone image, which is constructed from a medium gray image, which grayscale value is 128, screening with 0
Overlay the watermarked halftone image with the model Model using Eq.(7).
Because the phase of the template Model is the same as 0 im or 1 im in Eq.(5), the watermark embedded part and the other part of the image can be distinguished by comparison the number of "1" with the threshold value for each 8×8 block of ' M after overlaying, the watermark image can be extracted.
Examine and count the number of "1" for each 8×8 block of ' M . If it is greater than a threshold m , the watermark bit is "1", otherwise is "0". Here we get m equal to median 30. The watermark image shown in Fig.5(b) is extracted using the template constructed with 0 T . The watermark image shown in Fig.5(c) is extracted using the template constructed with 1 T , then taken antibit.
(a) (b) (c) Figure 5 . The recovered watermark image: (a) the template Model, (b) the watermark image extracted using the template constructed with T0, (c) The anti-bit watermark image extracted using the template constructed with T1.
From Fig. 5 (b) and Fig. 5 (c) we can see, watermark information can be extracted roughly, but there is much noise in the image. The reason is the fixed template Model and fixed threshold value m are used. The average greyscale of the original cover image is changing, therefore, the watermark template Model and the threshold m must be optimized and adapted.
B. Optimization of Watermark Extraction Using PSO
PSO algorithm is proposed by J. Kennedy and R.C. Eberhart in 1995. The PSO model simulates birds swarm behavior. PSO has become an active branch of swarm intelligence during the last decade.
As a population-based technique, PSO was inspired by the emergent motion of swarms and birds behavior. Particles in PSO iteratively explore optima in a multidimensional search space by utilizing personal memories and sharing information within a specific neighborhood.
The swarm is typically modeled by particles with a position and a velocity, where each particle represents a candidate solution to the optimization problem. During the optimization procedure, particles communicate good positions to each other and adjust positions according to their history and the experience of neighboring particles. Due to the nature of individual memories and information sharing, particles can reach the best solution quickly.
PSO does not require any gradient information of the function to be optimized uses only primitive mathematical operators and is conceptually very simple. Each PSO particle moves about the cost surface with an individual velocity. It is becoming very popular due to its simplicity of implementation and ability to quickly converge to a reasonably good solution.
In PSO system, each individual (particle) represents a solution in a D-dimensional space. Each particle also has knowledge of its previous best experience and knows the global best experience (solution) found by the entire swarm [13] .
PSO algorithm can be expressed as follows: to randomly initialize a particle swarm whose number is m and dimension is D, in which the i-th particle has a corresponding position and velocity, denoted as
respectively. Each particle also has a fitness value decided by decision function.
stands for the best value found by the i-th particle and
denotes the global best found by the entire swarm.
During each iteration, The particle position Because the average grayscale value of the original cover image is different, the effect of watermark extraction is not favorable using the fixed template Model . However, it is difficult to determine the appropriate grayscale value of the template through the experiment. Moreover, the threshold value m used to determining the extracted watermark bit is also very important. Therefore, PSO algorithm is used to optimize the template Model and the threshold value m.
Firstly, normalized correlation function NC is defined to evaluate similarity degree between the extracted watermark ' w and the original watermark w in Eq.(10). (10) where N is the length of the watermark. In order to make the watermark extraction to achieve the best effect, it must make NC maximum. PSO optimization process includes the following steps:
(1) Initialization First, the position and velocity of particles are represented and initialized in the solution space. PSO algorithm adjusted two important parameters in the watermark extraction process: The grayscale value gv of the gray image, which constructed the halftone template Model , limited in 0 ~ 255; and the threshold value m , which is the number of "1" to determine watermark bit is "0" or "1" for every 8 8 × block, limited in 0 ~ 64. Generate particle swarm positions ) , ( m gv random in this range, and initialize the velocity of the particles with a random number.
(2) Evaluation The fitness function evaluates the goodness of position and returns a finite number. In our algorithm, for a given particle position ) , ( m gv , calculation NC defined in Eq.(10), which is similarity degree between the extracted watermark and the original watermark in this parameter condition. NC value will be used to calculate the fitness function and it is defined in Eq.(11).
(3) Updating The position and velocity of the particles is updated according to Eq. (8) and Eq. (9), and partial extremism and global extremism is updated according to the fitness function value of the new particles.
(4) Check and iterative The process is repeated starting at stage (2) until the stopping or the iteration number is reached, and the minimum value of y can be getting through the iterative optimization. The corresponding (gv, m) can be used to construct the template and extract the watermark.
C. Adaptive Mutation
However, PSO iteration is a heuristic method and the strategy of PSO algorithm is to optimize the fitness function by use of individual memories (the best particle of individual in all generations) and information sharing (the globe best particle with particle individuals). it is not able to guarantee convergence to a global optimum, but rather to a good solution or a local optimum. Sometimes, It can quickly reach the optimum, and is more likely to produce premature convergence and fall into a local optimal equilibrium state.
In Eq. (8), the constants 1 c and 2 c are the cognitive and social learning rates, respectively. 1 r and 2 r rand are two uniformly distributed numbers in the range (0,1). Noted that these two rates control the relative influence of the updating velocity of particle and neighborhood. In the iterative process, the particles can easily become the same state and have a rapid decline in the diversities, because particles have always had the tendencies closed to the two optimal values i P and g P . If the particle is not converge to the global optimal solution but a local optimal value at this time, the PSO algorithm will be difficult to jump out of local optimal values [13] .
In order to make up for the shortage of PSO, to avoid a local optimum in finding the solution, referring to the mutation for genetic algorithm, the mutation operation in PSO algorithm is introduced. The mutation operation expands the swarm search space reduced in iteration, make particles jump out the optimal position searching previously, and search in the larger space. The algorithm keeps the swarm diversity, and improves the possibility to find the more optimal solution.
Therefore, a simple mutation operator is introduced in this paper. With a certain probability, that is, when 1 r and 2 r of Eq. (8) are more than 0.8, the position of the particle is initialized again after updating.
D. Experimental Results and Analysis
According the optimization algorithm described in Section III. B&C, the optimization result
is get, and the optimized template ' Model is shown in Fig. 6(a) . The recovered watermark shown in Fig. 6(b) T with different phase is used to construct the optimized template ' Model , and take result anti-bit, the recovered watermark is shown in Fig.6(c) .
(a) (b) (c) Figure 6 . The recovered watermark image using the template Model' optimized by PSO: (a) the optimized template Model' , (b) the recovered watermark using the optimized template constructed with T0, (c) The anti-bit watermark image extracted using the optimized template constructed with T1.
Compared with Fig. 5 , the quality of the recovered watermark image is shown in Fig. 6 are improved, but there is noise. Filtering is used to remove the noise of the recovered watermark image in next section.
IV. QUALITY IMPROVEMENT OF THE RECOVERED WATERMARK USING FILTERING
A. Mean Filtering
In image processing, the mean and median filters are simple and very effective tools for noise suppressing.
Mean filtering is usually used for suppressing Gaussian noise. The idea of mean filtering is simply to replace each pixel value in an image with the mean value of its neighbours, including itself. This has the effect of eliminating pixel values which are unrepresentative of their surroundings.
Mean filtering is usually thought of as a convolution filter. Like other convolutions, it is based around a kernel, which represents the shape and size of the neighborhood to be sampled when calculating the mean. A 3 3× square kernel is shown in Fig. 7(a) is used in our algorithm, and the result of mean filtering on the recovered watermark of Fig.6 (c) and binarization is Fig.  7(b) . 
B. Median Filtering
The Median Filter does somewhat the same, but, instead of taking the mean or average, it takes the median. The basic idea of the median filtering consists of simultaneous replacing every pixel of an image with the median of the pixels contained in a window around the pixel. A median filter can't be done with a convolution, and a sorting algorithm is needed. The median is gotten by sorting all the values from low to high, and then taking the value in the center. If there are two values in the center, the average of these two is taken.
Median filtering is a nonlinear operation often used in image processing to reduce high frequency noise in an Image. Median filtering is more effective than convolution when the goal is to simultaneously reduce noise and preserve edges [14] . A median filter gives better results to remove salt and pepper noise, because it completely eliminates the noise. With an average filter, the color value of the noise particles are still used in the average calculations, when taking the median you only keep the color value of one or two healthy pixels.
Perform median filtering on the recovered watermark shown in Fig.6(c) with the 3-by-3 neighbourhood, the result of filtering and binarization is shown in Fig. 8 . 
V. ATTACKS EXPERIMENT AND RESULTS ANALYSIS
After optimization and filtering, the recovered watermark is very similar to the original image in character.
However, an efficient watermarking algorithm has to combine invisibility and robustness. The goal in halftone data hiding is to recover the embedded data from a scan of the printed image. As such, in most applications a malicious adversary is nonexistent [12] . So smearing attack and cropping attack are considered firstly, which may be encountered in print-and-scan process. Then the efficacy of the watermark extracting against print-andscan process will be tested.
The experiment results demonstrate the algorithm is robust under smearing attack and cropping attack. The experiment results are shown in Fig. 9 and Fig. 10 . The goal of this paper is to extract the embedded watermark against print-and-scan process.
The watermarked halftone image is printed on HP LaserJet 1020 printer with resolution of 300×300 dpi, and scanned on Kodak i65 scanner with the same resolution. The recovered watermark image is shown in Fig. 11(a) , and it is obscure. Both the mean filter and the median filter are used to remove noise from the recovered watermark image. The mean filtering is performed on the recovered watermark of Fig. 11 (a) using averaging kernel of Fig. 7(a) , and the result is shown in Fig. 11(b) . Then the median filtering is performed with the 3-by-3 neighbourhood, and the result is shown in Fig. 11(c) .
(a) (b) (c) Figure 11 . The recoveres watermark image after print-and-scan process: (a)the recovered watermark image, (b)the result of mean filtering, (c)the result of mean and median filtering.
In order to qualitative comparison and quantitative analysis the performance of the watermark extraction in all in all kinds of situation above, a unified method is adopted. That is, the threshold matrix T1 is used to construct the optimized template, and recovered watermark is taken anti-bit. Comparison of NC values is shown in Table I . 
VI. CONCLUSION
In this paper, a clustered-dot halftone watermark using phase modulation is proposed. In the watermark embedding, the gray image is transformed to a halftone image with the threshold matrixes of two different phases in the watermark region and the other region respectively. The watermark is extracted by overlaying a template, which phase is the same as one of them. In order to eliminate edges at the boundary of the watermark, Arnold transformation is used for watermark pre-processing. PSO algorithm is used to optimize the watermark extraction template. Experiments results demonstrate the efficacy of our algorithm; it is robust under smearing, cropping and pint-and-scan process. Because of a slight distortion and deformation in print-and-scan process, and our algorithm have not considered these factors, therefore, the efficacy of the watermark extraction is not excellent after print-and-scan process.
Print-and-scan attack is a challenging problem for most of digital watermarks. Some necessary or unnecessary parameters are adjusted by operator occasionally, and the mechanism of print-and-scan process has not been fully investigated, so that it is difficult to find the watermarking countermeasure against the attacks. Particle swarm optimization has become an active branch of swarm intelligence during the last decade. Compared with GAs, PSO is also a population-based stochastic search technique, but does not have any crossover and mutation operators [15] . In the paper, the watermarking method using PSO tries to strengthen the ability of watermark extraction in kinds of situations.
